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1 Who Should Read This?

This guide is designed to assist editors in using a web2growCMS website.

Sections 1 — 13 are designed for content contributors. They explain how to create, edit
and move pages, and how to insert and format content and images in your website.

Sections 14 + cover more advanced topics. In particular, how to managed backend
users, and how to create secure areas on your website.

In preparing this guide we have presumed that your web developer has already
configured the basic setup for your website.

Accordingly, we deal with the basic administration issues you are likely to face in the
order in which they are likely to occur.
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2 The terminology of web2growCMS

web2growCMS is a very flexible web content management system. It can be configured
in a variety of ways.

web2growCMS introduces some new terminology, which we explain here.

As an editor there are two ways to publish content:
e in the main Content Area, and

~ in other areas called Template Variables (traditionally side blocks, but they can
be placed anywhere on the webpage).

There are two other important feature of web2growCMS that you need know about:

~ Chunks - these are re-usable pieces of HTML content. You can place a Chunk
in the main content area or in a template variable. For example, you could put
your contact details into a Chunk and then you can publish them in different
places on the your website without re-typing the details.

~ Snippets - these are small functional items, such as menus and search bars.
These can be published in the template, a document's main content area, a
chunk or in a template variable.

A Chunk or Snippet can be placed directly into the template by your web developer, or
inserted by you into the Content Area or a Template Variable.

This is how it all fits together:
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~ The template contains the main framework of the webpage. Your web developer
may choose to have content that appears on every page in the site. In this
example the header and logo are fixed in the template.

« The template contains the Content Area, identified in pink, and inserted into the
template with the syntax [*content*]. This content is taken from the Document as
edited in the Manager.
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3
3.1

The template also contains web2growCMS tags that insert Snippets. In this
example there are two menu Snippets, identified in blue and inserted with the
following syntax [[SnippetName]]

The template contains Template Variables that allow the Editor to insert text,
images and other content items outside of the main Content Area. These are
identified in green and are inserted in the template with the following syntax
[*TemplateVariableName®]

The Editor can insert pre-set pieces of text or html into the Content Area or a
Template Variable by using Chunks. In this example there are two Chunks
identified in red. Chunks are inserted by the editor by typing into the Content
Area or a Template Variable space.

Introduction to the web2growCMS Manager
Logging On to the Manager

To login to your site's Manager:

(o]

Go to your website, by entering your domain name then “/manager/” eg
www.yourdomain.com/manager/

Enter your username and password to login to your website's administration
page.

To logout:

(e o]

3.2

In the Admin Menu click on Logout.

Introduction to the Manager

The Manager area is divided into 3 panels

(e o]

Top left: Admin Menus
Bottom left: Document tree
Right: Editing area

i s

o Vove ) Duorkaie (o) Delele View $acument data

& (admin

Published

Marup/ SUUCre
s tavate
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You can resize the left-hand panels, by dragging the middle bar up or down. [The layout
can also be configured differently by the site administrator]

3.3 What is the document tree?

This is a list of all the pages in the website, arranged in a hierarchical order. This is
where you select the pages you want to edit, move or delete.

You can use the document tree icons to perform actions on the tree.

J L8 & X

3.4 Are there any shortcuts?
Yes. You can right-click on a document's name in the Document Tree to see the the
Right Click Menu. The Right Click Menu gives you additional shortcuts.
Introductii
o View document
&4 Edit document
Move document
Create folder here
) Create document
here
&¥ Create weblink
here
(0] Delete document

Undelete document
~ You can create documents, folders and weblinks in an existing Folder, by

right-clcking on the Folder and selecting one of the Create... items in the list.
This saves time moving the item from the first level after you have created it.

o~ You can go directly to the Edit page of a document, without having to open the
document first.

4 Uploading content

You can upload content (eg PDF files and image files) using FTP or the web2growCMS
inbuilt File Manager. Images can also be uploaded using the Image icon on the
document editor toolbar.

If you are using FTP, you should transfer files to the appropriate folder in the /assets
folder. For example:

~ Transfer images to the /assets/images folder.

~ Transfer pdf and text files to the /assets/files folder.
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4.1 Upload files and images with File Manager
To upload files and images:

~ Click on Manage Files in the Admin menu. The File manager will open.

J Files

Directory listing for: /assets/docs

] New folder
] To top level
] Up one level

Filename Modified Filesize
Options
[} changelog.old.txt 21-04-05, 10:02:18 5.84 KB
AEXE
[} changelog.txt 21-04-05, 10:02:18 10.38 KB
A K
FeY-> 0
[} index.html 21-04-05, 10:02:18 70B
A I
KON - ;0,
[ license.txt 21-04-05, 10:02:18 15.06 KB
oY ©
Directories: 0
Files: 4
Data: 31.35KB

Directory writable? Yes.

Upload file

Select a file to upload: Browse... Upload file

~ Click on Browse to locate your file on your local PC, then click Upload file. You
must upload PDFs to the assets/files folder if you want to use easy-linking in the
system.

5 Locating content (search)

In a small website it will be easy to locate content by browsing through the document
tree.

In a larger site you can search for the web page. Click on ' = in the document tree
icons, and the following search box will appear.

J Search criteria

Search by ID 1 Enter a document's ID to quickly locate that do

Search by long title Find all documents with the entered text in the

Search by content

Search by title ’[ Find all documents with the entered text in the
|
: Find all documents with the entered text in the

EJ Search [ Cancel

Here are some tips:

o~ You may be able to identify the id of the item in the url on the front end of the
website eg. www.web2grow/index.php?id=1

~ If you have Search Engine Friendly URLs enabled you will not see the ID.
Instead you can search by the title. This will appear in the title section of your
browser (in Internet Explorer this is in the blue window bar).
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o~ Finally you can always search the page content.

6 Editing webpages

To update existing content on the site you need to:

~ Locate the web page (called a document) in the document tree.

8

Click on the document's name, or right-click and select "Edit document”

Open the page to edit =4 Edit

8

8

Edit the page with the WYSIWYG editor.

Save
Save the page -—J .

o« Check in the Preview.

8

6.1 How do | preview on the live site?
Click on Launch Site on the Admin menu.

Or keep a webpage with the live site open in another window or browser tab. Then you
can just refesh the page to view any changes. In Internet Explorer use CTRL + F5 if the
menus don't appear correctly, or new content is not showing. If you are still having
problems viewing new content, clear the server cache, by clicking on Refresh Site in
the Admin menu.

6.2 Editing an Existing Document

Click on the document in the document tree. A page summary will appear in the right
hand panel. You will also see a Preview of the page so you can check that you have
found the correct page.

6.3 Editing the document's content

Click on J Edit in the Action icons. You can now use the WYSIWYG editor to edit
the page content.
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[J Document content

Arial ~[[1@8pt) ~|[Headingl v| B Z U §  *

Welcome to modx!

This is the default installation site. If you're reading this, it means you'
also configured the site. Now all you need to do is to add your content,
perhaps write some snippets which make your site stand out (don't for
most of all, enjoy using modx!

To log into the manager, point your browser to yoursite/manager.

[[NewsListing?newsid=8]]

Once you have finished click & save .

I Creating a new webpage
To add new content on the site you need to:

~ Create a new Document.

o Publish the Document.

~ Move the Document to the correct location in the Document Tree.
71 To create a new webpage:

e |n the Admin menu click on New document

o Fill in the fields in the Document Settings and add your content.

~ In the General tab of the Document Settings panel, select the location of the
document by clicking on the Document parent folder icon, then click in any
document in the document tree.

o~ The parent will be displayed in the Document parent field.
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General | Page Settings META Keywords Snippets .| Preview

Title lexamples

Long title  |example newsletters

Description |

Document's I
alias
Summary

Uses
template

Menu title |

Menu index |2 < | > Show in menu [V

Document [ ]6 (Examples)
parent Clich c

I RQDefault |

> above fold

ent in the tree

nt selection then click a

~ Note: If you right-clicked in the Document Tree to create the document, the
document will be created in the Folder on which you right-clicked.

1 Save
o Click d to save the content.

7.2 What is the difference between a New document and a New
folder?

If you create a new Folder, you can immediately start moving documents to it. However
you can convert a document to a folder at any time, by moving a document or folder to
the document.

8 Publishing a page

When you create a new document it may be un-published (ie. cannot be viewed on the
front end of the website) by default. [Check with your administrator]. If the document is
unpublished it will appear in the document tree in red, indicating that it is not yet
published.
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BOL & : &3
& Your Website Name
[~ Plugins/Modules
(] Folder (13)
] Introduction (1)
(] Repository (2)
Contact (16)
Search this site (4)
Site statistics (3)
test (18)
test 05 (20)
Untitled document (17)
your new page (19)

EJ EJ

DODDDE

8.1 To publish a new webpage:

~ Click on the unpublished page in the document tree, and Edit.
~ Click on the Page Settings tab.

o~ Tick the Publish button (or set a date to publish) and Save.

I General I Page Settings | META Keywords I Snippets | .| Preview
Folder? ™
Rich text? v
Log visits 2
Published? 2
Publish date [tmot set) | B ®
Un-publish date [(not set) | 8 ®
Searchable 2
Cacheable 2
Empty cache? v
Content Type | text/htm| |
Content Disposition I Inline ;]

o~ The document will now appear green in the document tree.

9 Moving a webpage (document)
9.1  Method 1:

~ Click on the webpage in the document tree.
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| Move
w Clickon in the Action icons.

~ In the document tree, select a Folder or webpage to move the page to.

o« Click on a Save in the Action icons.
9.2 Method 2:

~ Open the document, and go to the General tab.

General | Page Settings I META Keywords I Snippets .| Preview

Title }examples

Long title [example newsletters

Description |

Document's l

alias

Summary

Uses

template | RQDefault |

Menu title |

Menu index [2 < | > Show in menu v

Document [ 6 (Examples

parent Click on the above folder ic ent selection then click a
document in the tree to se

o~ Click on the Document parent folder icon.

~ In the document tree, select a Folder or webpage to move the page to.

o« Click on d Save in the Action icons.

9.3 How do | move a page to the top level?

To move a webpage to the top level select the Site name at the top of the Tree as the
Parent.

10  Setting the template

After you create a web page, check that the correct template is attached.

~ Open the document, and go to the General tab.
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General | Page Settings META Keywords Snippets .| Preview

Title jexamples

Long title  |example newsletters

Description |

Document's l
alias
Summary

Uses
template I RQDefault |

Menu title [

Menu index |2 <| > Show in menu v

Document [ ]6 (Examples)
parent Click on the above folder icon to enable (or disable) parent selection then click a
document in the tree to set it as this document's parent

~ Select the template in the dropdown menu.

-1 Save
~ Click on ‘J in the Action icons.

11 Using the WYSIWYG Editor

The editor is similar to using Word. However there are a few crucial things to remember
when working with an HTML editor online.

~ Save you work often! You WILL remember to do this after you have lost a
substantial amount of formatted text, because the admin area has timed-out or
your internet connection drops.

~ Don’t copy and paste from MS Word. First copy any text to Notepad or
another plain-text editor, then copy the text into the editor.

There are a number of buttons on the editor's toolbar. Depending on your site
configuration, you may see more or fewer buttons on your editor's toolbar.

Roll your mouse over the icons to see tooltips. We provide some tips below.

: Elsource | [& 5] : B
~ Source - view and edit the html source code.
~ Preview - of limited use in web2growCMS.
~ Templates - your web developer will advise you if these are to be used. In most
cases, it will be more effective to use separate page Templates and Template

Variables in web2growCMS.

~ Cut, Copy, Paste - you can also use standard keyboard shortcuts.
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~ Paste from MS Word - If you must copy from MS Word, use this.

4. B I Ui

i
("l

~ Find, Replace - self-explanatory.

~ Remove Format - can be a little inconsistent. For example, if you have applied
a format over a heading style, then the Remove Format button does not work.
You have to toggle the style to normal and then toggle back again. Sometimes
you may have to turn on Source to remove excess format tags.

~ Bold, ltalic, Underline - all self-explanatory. Try to avoid underlining your
content, as your visitors will presume that the underlined text is a link.

~ Lists: number and unordered - are powerful and useful tools for formatting
content. These should be styled by your web developer using CSS .

~ Indent and Outdent - are useful for positioning text such as quotes, or
positioning images off the margins. Make sure that you Preview the changes, as
in some designs Indenting text may have unforseen consequences on other
aspect of the design.

o~ Text justification - these should be used sparingly. In most cases your web
designer will have made conscious choices about the text justification that are
reflected in the CSS styles available in the Format and Styles dropdown.

([
Il
(Il

;%:JE;D—-\':J;

~ Links - used to insert internal and external links (see FAQ below).
~ Images - used to upload and insert images (see FAQ below).
~ Tables - used to insert and modify tables (see FAQs below).

~ Horizontal Rule - insert a horizontal rule. These can be styled by your web
designer using CSS.

~ Special characters - insert special characaters like © and ™.

= Font v : Size v :iTee P~

~ If your web designer has effectively used CSS you should be able to avoid this
row altogether. If possible you should limit yourself to using the Format and
Styles dropdowns for formatting text. Why? Because the Format and Styles
dropdowns use CSS to style the text, so if you need to change your site design
later, it is easy to update. If you apply line-by-line formatting then these can only
be updated by manually changing the styles in each page.

~ Font - avoid changing the fonts as you will lose consistent design in your site.

~ Font size - avoid applying sizes to your fonts. Instead use the pre-defined
Format and Style menus. Why? The editor applies fonts using html font tags,
which may not correspond with the font system used by your web designer in
CSS.
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~ Text colour, background colour - avoid using these. If you do, make sure you
know the exact reference for your site's style guide. Type the colour reference
instead of relying on the colour picker. Slight changes in colour on a site can ruin
the design.

12 FAQ

121  Can | copy directly from Word?

NO. This is the most common mistake with editing. Always copy text from Word into
Notepad before copying into the html editor. Very important! After you have pasted
from Notepad, you can remove any linebreaks by using Delete on the previous line. If

you do paste from Word, use the Lo button.

12.2 How do | use heading styles in the WYSIWYG editor?
You should use the Format dropdown to style your text.

: Style Title H3 v : Format Heading 3 v

~ Select the text you want to style.
~ Select the style you want to apply from the style dropdown.

~ To reset to standard text, select Normal. If a style is not changing, try toggling it
to another style and back again.

12.3 How do | format text in the html editor?

We recommend that you primarily use the heading styles set by your web developer
(see previous FAQ).

However there is another dropdown your web developer may configure for you to use.
Whereas Format is applied to a whole block of text (like paragraph formats in Word) a
style can be applied to a single word, image or any content item. To apply a style:

~ Select the text you want to style.

~ Select the style you want to apply from the style dropdown.

: Elsource [& E: B & : @k 5 : I U:&
HEEEHK X =B IR - £ Format [Head
: Font v : Size v :Tg~ | Imageon Left <

Image on Right

About our clients
Custom Bold

SME businesses| Custom Italic
mail2grow is an effective tool for small and medium bus Title sect(
:zlealf;panagement tools mean that you can easily manag il2gr

Title H3 v

Entavnvion
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124 How do |l insert images?

~ Click on

6O 7 http://www.mail2grow.com - Image Properties
Image Properties

Image Info Link Advanced

URL
| Browse Server |
Alternative Text
Preview

Width ac Magnus es, domine, et laudabilis valde: magna virtus .
Height tua, et sapientiae tuae non est numerus. et laudare te

vult homo, aliqua portio creaturae tuae, et homo |

circumferens mortalitem suam, circumferens |
Border testimonium peccati sui et testimonium, quia superbis
HSpace resistis: et tamen laudare te vult homo, aliqua portio '

creaturae tuae.tu excitas, ut laudare te delectet, quia |
VSpace fecisti nos ad te et inguietum est cor nostrum, donec |
Align R4 requiescat in te. da mihi, domine, scire et intellegere,

utrum sit prius invocare te an laudare te, et scire te prius

sit an invocare te. sed quis te invocat nesciens te? aliud

enim pro alio potest invocare nesciens. an potius

invocaris, ut sciaris? guomodo autem invocabunt, in

quem non crediderunt? aut quomodo credent sine o

5 g . . .

| OK | | cancel |

~ Click the Browse Server Button, then select the image you want to insert, type
the ALT tag and click OK.

~ If you need to upload at the same time, then click Upload first and select the
image to upload (ensure it is .gif, .jpg. or .png and optimised for the web) (see
tips below)

0606 http: / /www.mail2grow.com - FCKeditor - Resources Browser (=)

Resource T &
,—’—""—images =il €

]

— Upload a new file in this folder
|BMNWFW | |/Users/richardquinn/Desk Browse...

[q Done
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12.5

Can | insert any image [TIPS]?

You can only use PNG, GIF or JPG images in a web page.

(o]

12.6

You can use most photo-editing software to convert TIF or BMP images to JPG

or GIF. You can even use the very basic Paint program in Windows to save as
JPG or GIF format.

Check that the JPG or GIF images are not too large. You can see the size in the
image editor. You should look for the width dimensions in pixels (px).

If you have multiple images on a page eg. product images, they should be the
same width for design consistency. This should not be more than 300px, and in
most cases would be between 100-200px. Ask your web developer for the
standard image size for your website.

Most image optimizers do not work with PDF files. For best results, without a
PDF-exporter application (ie Adobe Acrobat NOT Reader), you can take a JPG
screen shot of the image in the PDF document. You can use the free screen

capture software at wisdom-soft.com, or try SnapNDrag from yellowmug.com for
OS X.

How do | insert a link?

To insert a link in a document:

(o]

(o]

(o]

Select the text or image that you want to link from.

Click on ]
The following dialog appears

OO0 http://www.dtcaustralia.com.au - Insert/edit link (=)

General Popup Events Advanced

General properties

Link URL
Link list  [--- | =l
Anchors [ --- 4|
Target Open in this window / frame |
Title '

Class [ -- Not set -- |

lﬁ |_~ Done
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o~ To link externally just type the URL for the site into the URL box.

~ To link to an internal page select the page in the Link list dropdown.

O O ) http://www.dtcaustralia.com.au - Insert/edit link (=)

General Popup || Events || Advanced

General properties
Link URL |
Link list [ |~

=== A
Anchors  campbell's V8 Juice (13)

Case Studies (10)
Target Client area (40)

Contact (22)

Title Corporate Communications (14)
Dairy Farmers Shape milk (28)
Class Event Management (7)

- Exhibit design, construction & management (17)
Experiential & Targeted Sampling (20)
Food magazine sample bags (18)
Free sampling (38)
HBA mobile laboratory (6)
Health communications (9)
Home (1)
Introduction (37)
Kitchen Demonstration & Taste sampling (15)
Medical Communication (26)
Medical Screening (25)
Mobile Laboratories (24) M

oo [b= [G~ Done

~ web2growCMS also has a special tag to use for referring to internal documents.
It takes the form [~xx~], where xx is the ID of the document you wish to link to.
This can also be combined with other web2growCMS tags. For example, to
create a link to your home page: <a href="content-management-
system.html>Home</a>

o~ After you click OK, the link will appear in the content editor as blue underline
text. However on the front-end of the website the links will styled in CSS by your
web developer.

o~ If you want the link to appear in a new window you can set the target as "_blank"
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O O ) http://www.dtcaustralia.com.au - Insert/edit link =M

General || Popup || Events | Advanced

r General properties

Link URL |http://wvw.apple.com | EE]
Link list | --- ~|
Anchors | --- ~]
Target  [Open in this window / frame |«
Open in this window / frame
Title Open in new window (_blank)
Open in parent window / frame (_parent)
Class Open in top frame (replaces all frames) ( top)

[(= [~ Done

~ Your web developer can use css classes to apply styles to an image including
borders, padding, and positioning (eg. right hand floating). You can apply
classes, if provided, by typing the class directly into the “Class” field.

~ You can also create a javacript popup:

O O ) http://www.dtcaustralia.com.au - Insert/edit link (=)

General || Popup Events Advanced
r Popup properties
[ Javascript popup

Popup URL | ]
Window name | |
Size [ %[ ex

position (x/v) [ |/ | (c/c = center)

r Options-

[ Show location bar [ Show scrollbars
[ Show menubar [ Make window resizable
[ Show toolbars [ Dependent (Mozilla/Firefox only)

[ Show status bar [V Insert 'return false'

[E= [S~ Done

LittleMac:Users:richardquinn:modX stuff:Manuals:Manuals:web2grow_admin_guide_v1.3.doc page 17



12.7 How do | insert links to PDF documents?

Before you can insert a PDF document, it must first have been uploaded to the
assets/files folder, and you will need to know the path to where it was uploaded.
Uploading and other file management procedures is beyond the scope of this document;
check the Administrator's Guide for more information.

~ Select the text that you want to link from. We recommend that you always put
the .pdf extension on the end so that user will know that the link leads to a PDF
document, not another page. (eg. Policies.pdf)

o~ Click on the - icon, then type a link to the PDF file' location on your web
server, eg. /assets/files/policies.pdf OR click on the icon next to the Link URL
and

General Popup || Events || Advanced

General properties

Link URL |nttp://ctcaustralia.com.au/assets/files/clients/unilf

Link list [ --- ~
Anchors | --- ~|
Target | Open in new window (_blank) -
Title [pro-activ van Report June July 2006 |
Class [-- ot set -- |

~ Browse to the directory where the PDF is located (if any).

o600 http://www.dtcaustralia.com.au
Resource Type T
IFiIes | }’
&5
=
|7 clients —
[ News (—\g
e~ //"
,4./
clients News index.html
x| /) x| x|

 Click on the file icon to insert
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Resource Type —
Files < INews/

&\..'

SFI_brochure.pdf AGT_brochure.pdf
x| x|

~ Note: You can ONLY see the PDFs if they are in the assets/files folder or any
folder inside that folder.

~ If you haven’t already uploaded the PDF you can use the Upload function in the
file manager to Upload. Once uploaded click on the file icon to insert.

«€ ] >

Upload a new file in this folder
Create New Folder ‘ |

[ _Browse... | Upload

13  Managing backend users

13.1  Why manager users, roles and groups?

The primary reason for setting up manager users and groups is to be able to control
access to the documents in the Document Tree. Manager users are stored separately
from web (front-end) users for security reasons. A web user cannot log into the back-
end nor can a Manager user log into the web site (front-end).

Manager Roles are also used to control access to system management functions.

Each Manager user is assigned a Role that controls what permissions he is granted in
areas of system and user administration and document management. A Manager user
can only be assigned one Role.

Manager users are assigned to one or more manager user groups:

|Back—end Users | > |Back-end User Groups |

Both "Manager User Groups" and "Web User Groups" can be assigned to the same
"Document Group."

IWeb User Groups |—| Back-end User Groups I
v

|Document Groups'—' Documents '—| Document Groups

Example:

From the Manager (Back-end):
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User User Group Document Group Document
| Zaigham |)|X- File Editorl()l %-file document | £ I Mutants

Using Manager Roles, Document Groups, and Manager User Groups you can control every
aspect of the management of your web2growCMS site.

13.2 Before You Begin

Make sure that "Use access permissions” is set to Yes in the User Settings tab of
System Configuration.

| Site settings | Friendly URL settings | User settings | Interfa

 Yes
" No

Use access permissions:

13.3 The Pieces

Permissions in web2growCMS are composed of many parts that all work together. At
first, it can be a little confusing as to what all the parts are, what they do, and how they
interact. For that reason, each part will be explained below, followed by an example:

oo Document — The fundamental element (a “page”) in web2growCMS. Each
document is assigned to one or more document groups.

oo Document group — As it sounds. A group of documents that for some reason

are placed in the same group. A common example of this would be the main sections

of a site (such as Products, Portfolio, or Services). A document group can be
connected with one or more user groups.

oo User — The user piece contains information about the specific user such as
name, password, etc. The user piece does NOT define the permissions. Permissions
are defined in the role. Each user can be assigned to one or more user groups, but
can only be assigned to one role.

oo Role — As just mentioned, the role is the piece that defines the permission of any

user who is assigned that role.

oo User group — A collection of users who will need access to the same document

groups. A user group can be connected to one or more document groups.

So how do all these work together? Roles determine what a user has permission to do,

and user groups combined with document groups determine what documents a user can

work with. An example will probably the be most effective way to demonstrate this.

Suppose you have a site to distribute the software your company writes. You also want
to have a discussion and help forum. You decide that your site will look like this:

oo Home
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13.4

o

o

News
Products
Games
Graphics Utilities
Project Management
Support
FAQ
Forums
Contact Us
Live Support Chat
About Us
Our history
Our philosophy
Our people

Roles

First, you decide you will need these Roles:

oo

Site administrators - will manage users and general site configuration.

Developers - will create the code used in special applications, such as the Live
Support Chat feature. Will handle modules, plug-ins, snippets, and TVs

Designers - will be responsible for the overall look and layout of the site's
pages. Will work with templates, chunks, and CSS.

Content editors - will be responsible for the content of the pages. Will work with
documents.

Proofreaders - will be able to edit, but not create or delete documents.
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[J Create/ edit role

Role name:  |Editor

Description:  |Create, edit and delete documents

Content management

[V View a document's data

[¥" Create new documents

¥ Edit a document

¥ save documents

" Delete documents

[vl Edit document META tags and keywords
[V Empty the site's cache

Template management

I™ Create new site templates
I” Edit site templates

™ save templates

I” Delete templates

13.5 Document Groups

Next, consider how the documents in your site will be grouped.

oo Corporate - pages referring to the company in general, such as the About Us
pages and the Home page.

oo Product - pages dealing with individual products.

oo Support - pages that contain FAQ lists or company contact information.
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[J Manager access permissions

Here you can manage the user groups and document g
group, edit the user and select the groups (s)he should
the document and select the groups it should belong tc

| User groups I Document groups | User/ Document ¢

Here you can see which document groups have been set up
groups and see which documents are in the different group
document to a group or remove a document from a group,

Create a new document group

|Support submit_|

13.6 User Groups
Then you begin to organize the User groups your content editor users will belong to.

oo Marketing - will handle Corporate pages; anything that will effect the public's
perception of the company and its products.

oo Products - will work with the pages relevant to the company's products.

oo Support - will take care of the support pages.

oo Proofreaders - will have access to all documents (but is limited in what he can

do with them by the permissions granted by his Role).
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[J Manager access permissions

Here you can manage the user groups and document g
group, edit the user and select the groups (s)he should
the document and select the groups it should belong to

User groups I Document groups | User/ Document ¢

Here you can see which user groups have been set up. You ¢
see which users are members of the different groups. To ad
the user directly. Administrators (users who have been assit
so they don't need to be added to any groups.

Create a new user group

|Support] submit |

User groups

Marketing

» Users in group: None,

Products

» Users in group: None,

Here is how the user groups and documents groups will interact.

Administrators
Developers
Designers
Content Editors*
User Groups Document Groups
About Us
Products »
——— Contact —
FAQ
Forums
Support Live Support Chat

Games
Graphics Utilities
L » Project Management

Proofreaders 4
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13.7 Important Note

A user can belong to any number of User Groups, but he can be assigned to only one
Role. For example, if you want one of the Proofreader users to also be a Support
document editor, you will have to create a different User for him to log in as, and assign
that user to the Support user group.

Remember, Roles assign permissions - WHAT the user can do. User groups assign
WHICH DOCUMENTS the user can work with, but he can only do what the role he was
assigned to allows.

13.8 User groups->Document groups

Now we need to connect the user groups to the document groups we want them to have
access to. For example, the Proofreaders user groups will be connected to ALL of the
document groups, since his job will be to correct errors in all documents. The Marketing
user group should have access to the Corporate and the Support document groups. And
of course the Product user group should be connected to the Product document group.

14  Secure area using web users and web groups

14.1 Introduction to secure areas

You can use web users and web groups to create secure access to selected pages on
the web.

Users on the web are stored separately and apart from manager (back-end) users for
security reasons. A web user cannot log into the back-end nor can a back-end user log
into the web site (front-end). You would have to use separate accounts to do this.

Here's how it works:

Back-end users are assigned to back-end user groups:

|Back—end Users | > |Back—end User Groups |

Web users are assigned to web groups:

| Web Users | > I Web User Groups |

Both "Back-end User Groups" and "Web User Groups" can be assigned to the same
"Document Group."

IWeb User Groups H Back-end User Groups |

v
|Document Groups'—' Documents '—l Document Groups

Example:
From the Web (Front-end):

\Web User Web User Group Document Group Document
| Mary Janel > |><- File Userl (’l %-file document | £ | Mutants |

From the Manager (Back-end):
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User User Group Document Group Document
Zaigham |)|X- File Editorl()l %-file document | L 4 I Mutants

Note: A document is flagged as private whenever the document group that it belongs to
is assigned or is linked to a user group. In other words if the document is assigned to a
document group that is not yet linked to a user group then that document will be made
public. Documents that are private to the manager users will not be private to web users
if the document group is not assigned to a web user group and vice versa.

[J Manager access permissions

Here you can manage the user groups and document
group, edit the user and select the groups (s)he shoul
the document and select the groups it should belong t

User groups | Document groups | User/ Documel

This is where we specify which user groups are given acce
link a document group to a user group, select the group fr
certain group, press 'Remove ->'. This will immediately ret

Marketing
Remove -> | Corporate
ISupport > Add |
Products

Remove -> | Products
ISupport |j Add |

Support Support
Corporate
_Remove -> || produgts
IR —
ISupport | Adg
Proofreader

Remove -> | Corporate
Remove -> | Products
Remove -> | Support

ISupport | Adg

Now, as documents are created, they need to be assigned to the proper Document
groups. As users are created, they are assigned to a certain Role, then to their proper
User Groups. Only users belonging to user groups connected to a given document's
document group can have access to that document. Even if a user has access to a
given document, he can only do with it what his individial Role assignment allows.

In this way, the Roles, User and Document Groups system allows a fine-grained control
of individual document and manager user interaction.
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14.2 Creating a Web User Group and Document Group

Make sure that "Use access permissions” is set to Yes in the User Settings tab of
System Configuration.

| Site settings | Friendly URL settings | User settings | Interfz

@ Yes

Use access permissions:

1. From the “Users” menu select “Web Access Permissions”

e Users I Resources  Administratior
q&& Manage users
i 3 cCreate anew user

Edit user »

&) Create a new role
r Edit role »

Access permissions

Web Access permissions
L B |

Using top menu layout.
or

My MODx Help
Messages (2/10) About
Change password

Logout
Users
Manage usars
Access permissions
Web Access permiszsions

£4 "3 2 8 & 8 3
@ My MODx Site

LI

Using sidebar menu layout.

2. On “Web User groups” enter the name of the group then click the submit button:
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Web User groups | Document groups I User/ Docurmng

Here vou can see which user groups have been set up, You can also
members of the different groups. To add a new user to a group or k¢
have been assigned the role with ID 1) always have access to all dot

Create a new user group

INews Editors submit |

The page will then refresh with the new user group listed below

'Web User groups

News Editors

» Users in group: None,

3. To create a Document Group, click on the “Document groups” tab. Similar to the web
group, you must enter the name of the document group then click the submit button.

'Create a new document group

INews Docurnens submit |

The page will then refresh showing the new document group

Document groups

News Documents

» Documents in group: None,

4. Now that we have created a web user and document group we now need to link the
two together. To do this, click on the “User/ Document group links” tab

Wweb User groups | Document groups | User/ Document group links |

This is where we specify which user aroups are given access {i.e. can edit or create children) f

a user group, select the group from the dropdown, and click on 'Link'. To remove the link for a
immediately remove the link.

'Web User group:

News Editors

No groups found.

INews Documents_'_l Add group

5. Click on the “Add Group” button to assign the “News Documents” group to the “News
Editors” group:
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Web User group:

News Editors
Remove -> | MNews Docurments
|News Documentsj Add group |

You can use the “Remove button” to later remove the group.

14.3 Creating a Web User Account

Make sure that "Use access permissions” is set to Yes in the User Settings tab of
System Configuration.

| Site settings | Friendly URL settings | User settingsl Interfz

* Yes

Use access permissions:

1. From the manager select the “Manage Users” menu:

My Etomite  Users l Resources  Administration Help

&) Manage users

Ly AL 8l 3 create anew user

Edit user »
- n<prc

Site

2. Next, Click the “Create new web user” menu option:

J Manage users

Here you can choose which user you wish to edit.

@ Create a new user @ Create a new Web user

3. Fill out the necessary information in the fields provided.
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J Create/ edit web user

General | User settings |

Username: |mary

Password: v

—~How do you want to create this user's password? —
@ Let Etomite generate a password,
" Let me specify the password: |

The password you specify needs to be at least 6 characters Ic

—~How do you want to create this user's password? —
@ Send the new password by e-mail.
" Show the new password on screen.

Full name: IMarv Jane

E-mail

address: |mjane@emai|.com

You can also set a login home page for user by click on the “User Settings” tab and
enter the ID in the field provide as shown below:

User settings

Login Home Page |35

Enter the ID of the document you w
to send user to after he/she has loc
in. NOTE: make sure the ID you've

4. Next, Select the user group you want the user to have access to:

[J Web Access permissions

V¥ News Editors

5. Click the save button to save the user
Now that we’ve successfully created our web user account and have assigned the user

to a document group, we can now secure documents by just assigning them a document
group.

14.4  Setting up the login snippet

In order for the web users to be able to access your secure pages you must provide
them with a login screen. To do this you can use the [[WebLogin]] Snippet. See the
WebLogin snippet for more information.
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Note: Pages with cache enabled will cache new menu items when a web user logs in.
It's best to use not cache your restricted pages or use non-cacheable snippets ([! !]).

15  Taking Your Site Offline

There are times when you need to take your site offline temporarily. web2growCMS
offers a flexible way to take the site offline and let users know what's going on.

Log in to the Manager as a user with Configuration management permissions. Go to
Administration -> System settings. The offline configuration is in the first tab, Site
Settings.

@ Online

™ Offline

Select 'online’ to publish your
unavailable message’, and wor

Enter the ID of the document
you enter belongs to an exi:

Site unavailable message: The site is curre

Message to show when the sit
displayed if the Site unavail

When you are logged in as a Manager user, you will continue to see the site as usual.
This makes it easy to take your site offline for maintenance, and still be able to see and
test your modifications before taking the site live. All other users will see your Site
unavailable page, or the Site unavailable message.

If no document is assigned to use when offline, the Site unavailable message will be
displayed.

16 Need more help?

web2growCMS is supported by web2grow.com. Please contact us at
support@web2grow.com if you require assistance.

For our terms of support please visit web2grow.com.

Web2grow also offers comprehensive training programs in using web2growCMS.
Please refer to web2grow.com for more information.
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17  Updates record

171  Version 1.3 20 December 2006
Added ability to link directly to PDFs in the WYSIWYG editor.
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